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� The concepts of quality assurance and audits are 
two distinct ideas that serve the same purpose: 
� improving quality, 

� consistency and 

� reliability in operations. 

� Quality AssuranceQuality AssuranceQuality AssuranceQuality Assurance
◦ Quality assurance techniques monitor operations and test 

outputs to ensure consistent quality by identifying errors 
and opportunities to improve. 

� AuditAuditAuditAudit
◦ Auditing refers to a systematic and independent 

examination of books, accounts, documents and vouchers 
of an organization to determine how far the financial 
statements present a true and fair view of the concern. 
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� Information SystemInformation SystemInformation SystemInformation System
◦ A computer Information System (IS) is a system composed 

of people and computers that processes or interprets 
information.

◦ A combination of hardware, software, infrastructure and 
trained personnel organized to facilitate planning, control, 
coordination, and decision making in an organization.

� Information TechnologyInformation TechnologyInformation TechnologyInformation Technology
◦ Information technology (IT) is the application of 

computers and telecommunications equipment to store, 
retrieve, transmit and manipulate data, often in the 
context of a business or other enterprise. 
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� Independent, nonprofit, global association

� Engages in  
◦ development, 
◦ adoption and 
◦ use 

of globally accepted, industry-leading knowledge 
and practices for information systems. 

� ISACA got its start in 1967

� Previously known as the Information Systems Audit 
and Control Association

� ISACA now goes by its acronym only

� ISACA serves 140,000 professionals in 180 
countries
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� Globally recognized certification in the field of 
audit, control and security of information systems

� CISA certification has been earned by more than 
109,000 professionals since inception

� CISA is designed for:
◦ IS/IT Auditors

◦ IS/IT Consultants

◦ CIO

◦ IS/IT Audit Managers

◦ Security Professionals

◦ Non-IT Auditors
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Legal framework

Professional Association

External Audit

Internal Audit

Internal Control

Conformity 

management
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Step 0: Set your mind to become CISA

Step 1: Successful completion of the CISA examination

Step 2:  Submit an Application for CISA Certification

Step 3: Adherence to the Code of Professional Ethics

Step 4: Adherence to the Continuing Professional Education 

Program

Step 5: Compliance with the Information Systems Auditing 

Standards
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1.1.1.1. Successful completion of the CISA examinationSuccessful completion of the CISA examinationSuccessful completion of the CISA examinationSuccessful completion of the CISA examination
◦ Will discuss later

2.2.2.2. Submit an Application for CISA CertificationSubmit an Application for CISA CertificationSubmit an Application for CISA CertificationSubmit an Application for CISA Certification
◦ A minimum of 5 years of relevant professional experience
◦ Maximum of 3 years can be waived as follows:

� Maximum of 1 year of information systems experience OR 1 year of 
non-IS auditing experience can be substituted for 1 year of 
experience.

� Bachelor's or master's degree can be substituted for 1 year of 
experience 

� 60 /120 completed university credit hours can be substituted for 
1/2 years

� Master's degree in IS or IT can be substituted for 1 year of 
experience.

◦ Work experience gained within 10-year preceding the 
application date or within 5 years from the date of passing the 
exam
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3.3.3.3. Adherence to the Code of Professional EthicsAdherence to the Code of Professional EthicsAdherence to the Code of Professional EthicsAdherence to the Code of Professional Ethics
◦ Agree to a Code of Professional Ethics to guide 

professional and personal conduct

4.4.4.4. Adherence to the Continuing Professional Adherence to the Continuing Professional Adherence to the Continuing Professional Adherence to the Continuing Professional 
Education ProgramEducation ProgramEducation ProgramEducation Program
◦ Maintenance fees and 
◦ A minimum of 20 contact hours of CPE are required 

annually. 
◦ In addition, a minimum of 120 contact hours is 

required during a fixed 3-year period.

5.5.5.5. Compliance with the Information Systems Compliance with the Information Systems Compliance with the Information Systems Compliance with the Information Systems 
Auditing StandardsAuditing StandardsAuditing StandardsAuditing Standards
◦ Agree to adhere to the IS Auditing Standards as 

adopted by ISACA.
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Sl. Sl. Sl. Sl. 
No.No.No.No.

Domain NameDomain NameDomain NameDomain Name
%%%% in exam in exam in exam in exam 
for 2016for 2016for 2016for 2016

%%%% in exam in exam in exam in exam 
before before before before 
2016201620162016

1
The Process of Auditing Information 
Systems

21 14

2 Governance and Management of IT 16 14

3
Information Systems Acquisition, 
Development and Implementation

18 19

4
Information Systems Operations, 
Maintenance and Support

20 23

5 Protection of Information Assets 25 30
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Develop and 

implement a 

risk‐based IT audit 

strategy

Plan specific audits Conduct audits

Report Audit 

Findings and make 

recommendations

Conduct follow-ups 

or prepare status 

reports
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Task Statement 5

Knowledge Statement 11
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The IS auditor performing a review of an 
application’s control finds a weakness in system 
software that could materially impact the 
application
a) Disagree these control weaknesses since a system 

software review is beyond the scope this review

b) Conduct a detailed system software review and report 
the control weakness

c) Include in the report a statement that the audit was 
limited to review of the application controls

d) Review the system software controls as relevant and 
recommended a detailed system software review
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Evaluate the 

effectiveness of the IT 

governance structure.

Evaluate IT 

organizational 

structure and human 

resources management

Evaluate the IT strategy 

and the processes

Evaluate IT policies, 

standards, and 

procedures

Evaluate the adequacy 

of the quality 

management system

Evaluate IT 

management and 

monitoring of controls

Evaluate IT resource 

investment, use and 

allocation practices

Evaluate IT contracting 

strategies , policies, 

and management 

practices

Evaluate risk 

management practices

Evaluate business 

continuity plan 
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Task Statement 10

Knowledge Statement 17

In a small organization where segregation of duties 
is not practical, an employee performs the 
function of computer operator and application 
programmer. Which of the following controls 
should IS auditor recommend?

a) Automated logging of changes to development libraries

b) Additional staff provide segregation of duties

c) Procedure that verify that only approved program changed are 
implemented

d) Access controls to prevent the operators from making 
program modification
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Evaluate the business case for 

the proposed investments in 

information systems 

acquisition, development, 

maintenance and subsequent 

retirement

Evaluate the project 

management practices and 

controls

Conduct reviews to determine 

whether a project is 

progressing in accordance 

with project plans

Evaluate controls for 

information systems during 

the requirements, acquisition, 

development and testing 

phases

Evaluate the readiness of 

information systems for 

implementation and migration 

into production

Conduct post implementation 

reviews
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Task Statement 7

Knowledge Statement 14
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To assist in testing a core banking system being 
acquired, an organization has provided the 
vendor with sensitive data from its existing 
production system. An IS auditor’s primary 
concern is that the data should be 

a) Sanitized

b) Complete

c) Representative

d) Current
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Conduct periodic 

reviews

Evaluate service level 

management 

practices

Evaluate third party 

management 

practices

Evaluate operations 

and end‐user 

procedures

Evaluate the process 

of information 

systems maintenance

Evaluate data 

administration 

practices

Evaluate the use of 

capacity and 

performance 

monitoring tools and 

techniques

Evaluate problem and 

incident management 

practices 

Evaluate change, 

configuration and 

release management 

practices

Evaluate the 

adequacy of backup 

and restore 

provisions

Evaluate the disaster 

recovery plan
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Task Statement 10

Knowledge Statement 23

Which of the following is the MOST effective 
method for an IS auditor to use in testing the 
program change management process?

A. Trace from system – generated information to the 
change management documentation

B. Examine change management documents for evidence 
of accuracy 

C. Trace from the change management documentation to 
a system generated audit trial

D. Examine change management documentation for 
evidence of completeness
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Evaluate the information 

security policies, standards and 

procedures

Evaluate the design, 

implementation and monitoring 

of system and logical security 

controls to verify the 

confidentiality, integrity and 

availability of information.

Evaluate the design, 

implementation, and 

monitoring of the data 

classification processes and 

procedures

Evaluate the design, 

implementation and monitoring 

of physical access and 

environmental controls

Evaluate the processes and 

procedures used to store, 

retrieve, transport and dispose 

of information assets
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Task Statement 6

Knowledge Statement 26
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An IS auditor reviewing the log of failed logon 
attempts would be MOST concerned if which of the 
following accounts was targeted?
A. Network administrator

B. System administrator

C. Data administrator

D. Database administrator
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� Total Question = 150 [before 2016, it was 200]

� Total Time =4 Hours

� Exam format
� Multiple choice Question

� Only 1 answer is correct

� No negative Marking

� Thee Exam Schedule
� June

� September [Not available for Dhaka site]

� December

� Important dates for upcoming Exam
� Exam date =  10-Dec-2016

� Early bird registration =  17-Aug-2016

� Final Registration =   21-Oct-2016
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� Registration fee
� Online early registrations received on or before early registration 

deadline
� ISACA member =  US $450

� Non ISACA member =  US $635

� Online final registrations received by final registration deadline
� ISACA member =  US $500

� Non ISACA member =  US $685

� Membership fee for new members
� International Dues = US $ 135

� Local Chapter Dues = US $   20   [Dhaka Chapter]

� New Member Fee = US $   10  [Online]

� Study Material
� CISA Review Manual, 26th Edition

� CISA Review Questions, Answers & Explanations Manual, 11th 
Edition
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Days Remaining

182182182182
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� Decide early

� Make a time plan

� Motivation is an important aspect

� Don’t stay up late

� Use CISA review Manual

� Understand clearly

� Exam is not technology or 
platform specific

� Use CISA questions, answer and 
explanation manual

� Focus on ensuring you get 
required knowledge 

� Form study group

� Practice, practice and practice
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� Think like IT auditor

� Familiarize yourself with the test

� There are 150 questions to be answered in four 
hour

� Remember that CISA is an objective type exam

� Learn to play the game of CISA
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Per question 96 seconds
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� Don’t attempt to read through the question paper 
fully

� Take one question at a time

� Read question carefully

� Don’t think to come back

� No negative marking

� Choose the right answer

� Concentration level

� You may encounter some questions which are 
familiar to you
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Question and Answer 
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